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The Challenge 

Financial institutions are highly targeted by cybercriminals, as 
the Royal Bank of Scotland (RBS) well knows. As a large bank 
with a truly global presence, RBS has experienced steady 
increases in phishing attacks and dangerous malware entering 
their system via email. 

The bank recognized that its 80,000 email users presented a 
significant attack surface for criminals — a security challenge 
compounded by a worrying email culture within  
the organization. 

When it came to phishing attacks, employees “really weren’t 
that bothered — they perceived this to be the bank’s problem,” 
said Lesley Marjoribanks, Customer Security Manager and 
Security Awareness Lead at RBS. She said there was a 
disconnect between IT and users; the attitude of many 
employees was, “If you haven’t invested enough in your layers 
of defense and these phishing emails are hitting my inbox, well, 
that’s your fault.”

RBS needed to instigate a complete cultural overhaul, helping 
staff to understand that their casual behavior with dangerous 
emails was causing real damage. In her role as Customer 
Security Manager, Marjoribanks was already talking with 
business customers about staying safe online. Recognizing 
that RBS needed its own staff to be at the peak of cyber-
readiness so that they could advise customers effectively, 
she volunteered to implement a security awareness training 
program to improve employees’ cybersecurity knowledge. 

One of her first challenges was to alert executives to the 
phishing threat and the high cost of malware and ransomware 
infections. To raise awareness, she calculated how much it 

could cost the bank if it were hit by a single ransomware attack 
stemming from a phishing email. 

“I wanted to estimate what it would take to get from day 
one of a locker ransomware attack — which have become 
increasingly common — to a recovered position. I sized 
the man-hours for the recovery to be more than £250,000 
[~$350,000] for a single incident,” said Marjoribanks. “When 
you start talking in monetary terms, people sit up and start 
listening.”

CASE STUDY

1

Case Study Highlights
Problem

• Increased malware entering RBS’s system via email
• Employees saw phishing as the bank’s problem
• RBS’s Customer Security Manager estimated that a  
 single ransomware attack could cost the bank more than  
 £250,000 (~$350,000)

Results
• More than 78% reduction in phishing susceptibility
• Engaged stakeholders and employees
• Reduction in successful cyberattacks



While RBS had “dipped a toe” into ethical phishing a few years 
earlier, Marjoribanks knew she needed a more comprehensive, 
ongoing approach in order to better manage the bank’s 
challenges with end-user risk. To create a culture in which  
best practices would become part of employees’ daily  
routines, she needed tools to build a high-quality program  
that would engage employees and get them to take 
cybersecurity seriously. 

The Solution

Marjoribanks began evaluating different phishing simulation and 
security training providers, and even considered developing 
software in-house. After assessing the different solutions on the 
market, she chose Wombat Security, a division of Proofpoint. 
She felt Wombat’s approach and innovation put them ahead 
of anything else in the market — and aligned with the bank’s 
professional culture.

“Wombat offered in my mind a 
technically superior product, but 
what really swung it for me was the 
tone,” said Marjoribanks. Compared 
to another provider she considered, 
“Wombat seemed a little more 
gracious and supportive.”

In fact, customer support is a  
big part of why Marjoribanks has continued her relationship 
with Wombat over the years. She describes her Managed 
Service Engineer as “essentially a remote colleague for me,” 
and appreciates the attention to detail the RBS program 
receives. “She’s part of my team now and she anticipates the 
questions I’m going to ask on a weekly basis before I’ve even 
asked them.”

In terms of specific products, Marjoribanks selected Wombat’s 
Anti-Phishing Training Suite, which combines customizable 
ThreatSim® Phishing Simulations, targeted interactive training 
modules, and robust business intelligence tools, all managed 
from Wombat’s Security Education Platform, a purpose-built 
learning management system (LMS). In conjunction with 
phishing tests, RBS has used Wombat’s training modules on 
Email Security, Social Engineering and URL Training.

Starting Small with a Pilot Program
To familiarize herself with Wombat’s SaaS-based system and 
Continuous Training Methodology, Marjoribanks started by 
ethically phishing just eight people on her security team; next, 
she phished the entire security department — approximately 
300 people. With that experience, “I was confident enough to 
do a full-blown, bank-wide pilot, going out to 10,000 users,”

she said. Her end goal was to get a sustainable and repeatable 
program in place by the end of the calendar year.

“At that point, I collected stakeholders from all the different 
divisions in the bank to make sure that they were engaged, 
they knew what was coming, and they could call out any 
problems that they foresaw,” Marjoribanks said.

As she scaled up her efforts, she realized she would need a 
team that could support a program serving its global end-
user base. Regionalization would be necessary to ensure 
engagement and success; for example, a campaign put 
together for the UK would need to differ from a campaign
for employees in India or Hong Kong. The complexity of the 
undertaking required additional program administrators with  
a variety of different competencies from EMEA, APAC, and  
the Americas.

The pilot program was worth its weight in gold: During the 
process, Marjoribanks was able to identify and address internal 
problems — such as missing stakeholders and ineffective 
language within the simulated phishing emails — before a full 
implementation. By the end of the year, the security awareness 
project was fully up and running.

Ongoing Phishing Assessments and Auto-Enrolled Training
“Ethical phishing forms one of the 
crown jewels in our approach,” 
Marjoribanks said. RBS uses 
Wombat’s ThreatSim simulated 
phishing tool to deliver regular, 
ongoing assessments.

Marjoribanks finds topical, “zeitgeisty” phishing tests to 
be among the most effective in evaluating employees’ 
susceptibility to real-world attacks. She also likes to use 
seasonal messages, such as simulated attacks that 
claim to offer free gym memberships in January. In terms 
of sophistication, she seeks to emulate actual phishing 
messages that come in from the wild, saying, “Do I ramp up 
the sophistication, or do I stay true to the real threat, which is 
actually pretty plain and straightforward? I believe the latter will 
do more for our organization and our users in the long run.” 

The RBS anti-phishing program follows a repeatable pattern:
1. An initial simulated phishing email is sent to the entire 

RBS staff of 80,000 end users. Anyone who clicks on the 
email receives a Teachable Moment, which is a “just-in-
time” teaching message that alerts users to what they did 
wrong and how to avoid falling for phishing emails.

2. Anyone who interacts with the first simulated attack 
receives a second phishing test a short time later. 
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Those who click on that second email receive a second 
Teachable Moment message, and are automatically 
assigned training via Wombat’s Auto-Enrollment feature. 
Employees receive a training assignment via email (that 
they can complete at a time convenient to them); the 
targeted, interactive education helps teach users how to 
identify and avoid phishing attacks.

3. RBS sends these two-time clickers a third phishing email 
following the training assignment window. 

“Then we start again with 80,000,” said Marjoribanks. “So 
there’s no gap between. Typically, we do four campaigns a
year.” This continuous approach is a best practice for security 
awareness programs. “Behind the scenes, I track to see if
there are repeat offenders between campaigns, which we 
haven’t had any of,” she said.

In addition to the anti-phishing training program, RBS 
implemented a consequence model to motivate employees to 
make cybersecurity a priority. Users who click on two simulated 
phishing emails must have an off-record conversation about 
their performance with their line manager. For those who 
click on a third email, the stakes go up: a documented 
conversation with their line manager. “We provide the script 
for that and point out the different policy areas that it violates,” 
said Marjoribanks. “We also allow the line manager, at their 
discretion, to suspend email locally.” 

In general, “we find the documented conversation is enough,” 
she said; the organization has rarely had to suspend email. 
While this consequence model has been effective for RBS, 
Marjoribanks said, “I want to move to a more ‘carrot-based’ 
approach, using gamification.” She is keen to explore a model 
that rewards good behaviors.

Measurable Results
Reduction in Susceptibility to Phishing Attacks
RBS had great success with early simulated phishing 
campaigns, with click rates plummeting from 47% in its initial 
company-wide test to 22% just two months later. Following 
that, however, the results seemed to plateau. 

“We thought, collectively, that we needed people to take some 
personal responsibility,” said Marjoribanks. That’s when RBS 
implemented its consequence model for clicking on simulated 
phishing emails — a step that brought significant additional 
reduction in click rates. “Now, we hover at around seven, eight, 
nine percent as a result,” she said.

Overall, RBS has reduced its phishing susceptibility by more 
than 78%. In terms of ROI, the program has easily paid  

for itself by reducing the number of cyberattacks infiltrating  
the organization. 

Even with such great results, Marjoribanks feels the 
organization’s security awareness training is hardly over. She 
believes simulated phishing assessments must be continuous,
saying, “Phishing has to be at the forefront of people’s minds. 
Even if we get to a point where we have an acceptable click 
rate, we just have to keep going. It’s just a service that is 
naturally going to be embedded in our offering.”

Effective Education for End Users
The reduction in click rates also indicates that Wombat’s 
Anti-Phishing Training Suite has provided effective education 
for RBS end users. Available in more than 30 languages, 
Wombat’s Teachable Moments and interactive modules 
connect with end users in their own languages — a must-have 
for a global organization like RBS.

“We have been using Wombat for years, and we chose to go 
with them not just because we felt the product offered more 
than their competitors technically, but also because the user 

education experience had the edge 
with tone, pace, and multinational 
options,” said Marjoribanks. “The 
product itself is constantly evolving, 
and there’s always something new 
to offer our colleagues by way of 
education.”

She notes that her colleagues 

became more receptive to the idea of education when she 
framed it in terms of delivering life skills that were applicable 
beyond RBS. Employees now recognize and appreciate that 
they can take what they learn about preventing phishing in the 
workplace and apply it to their personal lives, and help teach 
family members and friends about strong cybersecurity habits.

Engaged Executives, Robust Reporting
As might be expected in the financial services sector, numbers 
and measurements are valued. Wombat’s robust business 
intelligence features give RBS insights that other security 
awareness tools cannot, including the ability to easily identify 
benchmarks and track progress. 

3

“Phishing has to be at the forefront of people’s minds. 
Even if we get to a point where we have an acceptable 

click rate, we just have to keep going.”

“The product 
itself is constantly 

evolving, and 
there’s always 

something new 
to offer our 

colleagues by way 
of education.”

Wombat Security, a division of Proofpoint | wombatsecurity.com | info@wombatsecurity.com | +1 (412) 621-1484 | UK +44 (0) 118 402 9163



Once the security awareness program was underway, 
Marjoribanks found that RBS executives were enthusiastic 
about the management information (MI) Wombat’s reports and 
dashboards could generate. Executives soon wanted global 
click rates reported on a monthly basis and broken down to a 
granular level, she says. 

“I think that was a good thing, because people just jumped on 
it. People wanted that MI broken down to XYZ,” Marjoribanks 
said. “And even now, after our program has been going for 
some time, I still have executives coming to me saying, ‘We 
need this now, we want this in our report.’” 

The only problem was time. “The admin overhead was  
larger than I envisioned it to be,” she said. But Wombat  
had a solution that was a great fit for RBS: its Managed 
Services offering.

“Initially, we started with a standard contract, and it was just 
me, essentially, doing it for 80,000 people,” said Marjoribanks. 
When it became clear that the program was a success and 
there was a lot of buy-in across the organization, it also 
became clear that Marjoribanks couldn’t go it alone. “We 
moved to a Managed Service contract, and that took the 
weight completely off me.”

Looking Forward

With several cycles of security awareness training completed, 
Marjoribanks is ready to explore new ways of ethically phishing, 
new threats on the horizon, and new ways to motivate  
end users.

One of her goals is to transition from link-based phishing 
emails (those that urge the recipient to click a suspicious link) 
to emails that ask the user to download a potentially malicious 
attachment. “When I look at the real phishing emails coming 
into our security operations center, the ones that do the 
damage are attachment-based, with macros in them,” she 
said. “That’s where we see the most pain, where we see the 
malware delivered.” 

She also plans to implement Wombat’s PhishAlarm® email 
reporting button, which enables end users to report phishing 
emails and other suspicious messages with one mouse click. 
This tool is a valuable addition to security awareness and 
training programs, as early reporting can dramatically reduce 
the duration and impact of an active phishing attack.

Despite the effectiveness of the bank’s consequence model, 
Marjoribanks also wants to switch gears to incorporate 
gamification; she feels it’s time to “reward good behavior,” 
not just focus on employees who click on simulated phishing 

emails. “I don’t think it’s enough that you embed an ethical 
phishing program and then leave it to run and run. I think you 
need to switch it up and keep it a bit lively,” she said.
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