Phish your employees before the criminals
do and reduce your exposure!

Assess your employees’ vulnerability to phishing
attacks, and provide immediate training for those
most susceptible. Wombat’s PhishGuru service is
the first step toward significantly reducing your

exposure to attacks.

Scientific studies show that employees are not
motivated to pay attention to traditional training
methods. When trained with this approach, or via
classroom lectures, users don'’t retain the
information taught and continue to fall for phishing
attacks. That's why Wombat’s PhishGuru is unique.
And it's not a simple penetration test.

A software-as-a-service product, PhishGuru is an
online tool that assesses and trains employees with
simulated phishing emails. This creates a unique
teachable moment when employees fall for the
simulated attack and are provided with immediate
training—an informative illustration that explains
what they did and how to avoid falling for similar
phishing attacks in the future.
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To learn more about protecting yourself from phishing scams visit

PhishGuru includes extensive analytic and tracking
functionality. This enables cyber security
professionals to analyze how well employees respond
to the phishing emails across various campaigns and
different attack scenarios.

Choose from a variety of customizable phishing email
templates to:

o Craft your simulated phishing campaign

e Assess your employees’ cyber security
readiness

e Provide targeted training to those that need it
most

In an actual Wombat customer account, employees
were 70% less likely to fall for a subsequent phishing
attack after testing with PhishGuru.

Reduces the chance of falling for an
attack by up to 70% !
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Couple Wombat'’s training modules with PhishGuru
for the most comprehensive anti-phishing training
solution on the market today. Assess your employees
with PhishGuru and follow up with engaging and
effective training like Anti-Phishing Phil and Anti-
Phishing Phyllis.

Contact us to learn more about how we can reduce
your exposure to phishing and other security attacks.
PhishGuru will change the way your employees learn
while giving you a powerful assessment tool to
identify your security vulnerabilities.
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About Wombat Security Technologies

With millions of users across North America, Europe, and Asia, Wombat Security
Technologies is a global leader in cyber security awareness training and also offers
unique anti-phishing filtering solutions. Wombat'’s products have been licensed for use
in sectors as diverse as finance, government, insurance, healthcare, energy, e-tailing,
logistics and education to name just a few.
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Victim of a phishing attack? Effective
training in less than 10 minutes delivered
in an engaging and interactive training
module. 10-minutes of our training can reduce
your employee’s susceptibility to falling for a
phishing attack by over 50%. Wombat’s training

delivers effective learning with lasting results.

Wombat’s Email Security training module is the
latest in Wombat’s suite of cyber security training.
Built on learning science principles, Email Security
training provides effective email training in the
context of a traditional email system.

The module is a 10-minute training session that
teaches users to spot traps in fraudulent emails.
Traps include fake links, malicious attachments,
cash prizes, “respond-to” emails asking for sensitive
information and much more.

Users are shown emails similar to what they might
see every day. They are asked to identify if the
highlighted areas in the emails are security traps or
safe. The training is designed to provide immediate
feedback, so users learn in real time.
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Email Security includes an extensive collection of
randomized legitimate and fraudulent emails. Users

can take the training multiple times without seeing the
same email messages. Email Security is interactive
and engaging—which reinforces learning and
reduces the chance of an employee falling for an
attack.

Engaging and Effective Email Security
Training

e Train employees how to identify traps within
emails

o Know what to look out for and avoid

e Provide instant feedback

o Gather powerful data about areas of weakness

The module is SCORM-compliant and is also
available in a 508-compliant version if desired. It can
be customized with an organization’s branding and
specific emails of previous attacks if desired. It is
easy to deploy and comes with extensive tracking
and reporting capabilities.
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Wombat'’s latest training module passes the test,
providing engaging, efficient and effective employee
security training. Give us 10 minutes and we’ll reduce
your exposure!

Fight cyber security crime with interactive training.
Make learning enjoyable, and effective!

Contact us to learn more about how Email security
training can teach your employees how to identify and
avoid email-based cyber security attacks.
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Anti-Phishing Phil Training Game

Teaches Employees How to Identify Malicious URLS

10-minutes of training can reduce the
chance of your employee falling for a
phishing attack by over 50% compared
to traditional training methods! To drive
lasting change in employee behavior, cyber
security training must be engaging, efficient

and effective.

Classroom training lectures are ineffective; online
video training doesn’t work. Static cyber security
training emails don’t work. What works to reduce the
number of people clicking on dangerous URLS?
Wombat’s Anti-Phishing Phil training game does!

Developed using learning science principles, Anti-
Phishing Phil is a SCORM-compliant computer
security training game that teaches employees and
customers to recognize fraudulent URLSs. In just 10
minutes of play, the user makes decisions on the
safety of 32 different URLs links. When employees
make a mistake they learn why—immediately.

The latest release of the product incorporates a
number of recent phishing attacks and the links
used in the attacks. The game can also be
customized to incorporate attacks that companies
have seen themselves to ensure that employees are
prepared.

“The ability of subjects who had
played the game to distinguish
legitimate URLs from fraudulent ones
improved nearly twice as much as that
of those trained with standard
materials.” - Scientific American
Best of all, Anti-Phishing Phil training makes a
lasting impact. According to the Scientific American

article “How to Foil ‘Phishing’ Scams,” which
featured Anti-Phishing Phil, “the ability of subjects

who had played the game to distinguish legitimate
URLs from fraudulent ones improved nearly twice as
much as that of those trained with standard
materials.”

Like Wombat's other products, Anti-Phishing Phil
offers extensive reporting functionality to enable
security professionals to track the performance of
users and target training appropriately.
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You can deploy Anti-Phishing Phil on your intranet.
You can also choose to customize the game by
licensing a version with your organization’s branding
and specific URLs. A 508-compliant version is also
available.
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URLs with random
letters and numbers are

usually bad.

Contact us to learn more about how we make a
lasting change to employee behavior with Anti-
Phishing Phil.
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Anti-Phishing Phyllis Training Game

Teaches Employees How to Identify Traps in Emails

Victim of a phishing attack? Effective
training in less than 10 minutes!
10-minutes of playing our training games can
reduce your employee’s susceptibility to
falling for a phishing attack by over 50%.
Wombat's training games deliver effective
learning with lasting results.

Anti-Phishing Phyllis builds on the proven success

of Wombat's training games, which have been
licensed for millions of users worldwide.

Anti-Phishing Phyllis is a 10-minute training game

that teaches users to spot phishing traps in emails.

Phishing traps include fake links, malicious
attachments, cash prizes, “respond-to” emails
asking for sensitive information and much more.

The email training game includes an extensive
collection of randomized legitimate and fraudulent
emails. Users can play the anti-phishing training
game multiple times without seeing the same
messages. Because Anti-Phishing Phyllis is fun,
employees will play it more than once—which
reinforces learning and reduces the chance of an
employee falling for an attack.
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Anti-Phishing Phyllis provides training in the form of
emails with key areas of the emails highlighted.
Users are asked to identify if the highlighted areas
are security traps or safe areas in the email. The
game is designed to provide immediate feedback
based upon the user’s response. Using “teachable
moments” is a training process that has been proven
to be more effective than traditional methods.

The game is SCORM-compliant and also available
in a 508-compliant version. It can be customized
with an organization’s branding and specific emails
of previous security attacks if desired. It is easy to
deploy and comes with extensive tracking and
reporting capabilities.
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Fight cyber security crime with an interactive game.
Make learning enjoyable and effective!

Contact us to learn more about how Anti-Phishing
Phyllis can teach your employees how to identify
and avoid email-based cyber security attacks.
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